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. .. . . Method | Backbone | RA (%) SA (%)  GFLOPS®#) | Method | Backbone | RA (%) SA (%)  GFLOPS (#)
What will be the new insights into adversarial MoE Dense Sparse S-Dense CIFAR-10
. . T AT (Dense) 50.134+0.13  82.99-+0.11 0.54 AT (Dense) 51.7540.12 83.54£0.15 5.25
robustness of sparse MoE-lntegrated CNNs? — OO AT (S-Dense) 48.1240.00  80.18+0.11 0.14 (74%]) | - AT (S-Dense) 50.66+0.13  82.24x0.10 131 (75%])
. . . ) N7 71 AT (Sparse) ResNet-18 47.93+0.17  80.45+0.13  0.14 (74%)) AT (Sparse) WRN-28-10 | 48.95+0.14 82.44+0.17 1.31 (75%])
What will be the sulted AT mechamsm? /""‘\ . AT (MoE) 45.57+051  78.84+0.75  0.15(72%)) | - AT (MoE) 46732046 77422073 175 (67%])
O doput. A .t.t. ADVMOE 5183 +012 80.154011 0.15(72%)) | - ADVMOE 55731013 84322018 175 (67%))
. ° ° o Pathway d AT (Dense) 46.19+0.21 82.1840.23 0.31 AT (Dense) 44.52+0.14 74.97+0.19 0.07
> War IIl-Up AT fOI‘ MOE-CNN 1S not Tr1v1al Selectio \é\izi‘f{/‘ \ \ i AT (S-Dense) 45724018 80.10£0.16  0.07 (77%)) | - AT (S-Dense) 38072013 69.6320.11  0.02 (71%))
% \‘7\\ . ~e! AT (Sparse) VGG-16 46.134+0.15  79.32+0.18  0.07 (77%.) AT (Sparse) DenseNet 37.7340.13 67.35+0.12 0.02 (71%])
=70 — 00000 : AT (MoE) 4337+046 7649065 0.12(61%]) | - AT (MoE) 35212071 6441081 0.03 (57%))
s :\“ o ADVMOE 49.82 t0.11 80032010 0.12(61%)) | - ADVMOE 39.97:001  70.13:015  0.03 (57%))
i i 260 R ( SV CIFAR-100
Challenge: Naively applying AT to 2 \’/\1 JAS
g . y apply’ g. P OO O AT (Dense) 27234008 58204012 054 AT (Dense) 27904013 57.60£0.09 5.25
MoE-CNN is even less effective than 3 Model Type . AT (S-Dense) 2641£016  57.02+0.14 0.14 (74%]) | - AT (S-Dense) 2630£0.10  56.80£008 131 (75%))
< 40 r=0.5 Model Scale r=1.0 r=0.5 r=0.5 AT (Sparse) ResNet-18 | 26.13+0.14  57.24+0.12  0.14 (74%]) AT (Sparse) WRN-28-10 | 25.83+0.16  57.39+0.14  1.31(75%))
an AT-resulted small dense network. z S-Dense J J AT (MoE) 2.72t042 53342061 0.15(72%)) | - AT (MoE) 294:055  53.39+049 175 (67%1)
.g 30 —e— MoE-CNN [_ TR — eyl iy T O S ] ADVMOE 28.05 +0.13  57.73+0.11  0.15 (72%)) ADVMOE 28.82 +0.14  57.56+0.17 1.75 (67%1)
Ry — AT (Dense) 2237+015 52362017 031 AT (Dense) 21722013 48.64=0.14 0.07
2 4 6 8 . . . . . . . AT (S-Dense) 20.58+0.13 48.89+0.14 0.07 (77%)) | - AT (S-Dense) 16.86+0.21  39.97+011  0.02 (71%))
Attack Strength £(/255) Figure 1: Model types considered in this work, including the MoE-CNN, big dense model, pruned AT (Sparse) | VGG-16 | 21.12+022 48.03+017 0.07 (77%) | - AT (Sparse) | DenseNet | 17.72+014  41.03:016  0.02 (71%]))
sparse model and small dCﬂSC modcl AT (MoE) 19.34+0.43 45514075  0.12 (61%]) AT (MoE) 14.45+0.45 36.72+0.71 0.03 (57%1)
. . . > > ADVMOE 21212021 4833017 0.12(61%)) | - ADVMOE 2331011 4897 z014  0.03 (57%))
» Robustness Dissection: Routers vs. Pathways e —
- .. . . . . AT (Dense) 38.17+0.14  53.81+0.16 223 AT (Dense) 38.8240.15 55.30+0.19 21.0
o . . Q2: Will robustly training expert weights bring benefits and does it further impact routers? g g ;
Q: I robustifing routers suffcient o achieve @ robust MoF-CNN? y rainiog expert weights briog P O || 2T i omomg | e o stan oy
S l AT (MoE) 34412031 4773041 0.75(68%)) | - AT (MoE) 33312041 4991+052  7.44 (65%))
. . uccessful ADVMOE 39.99 1012 53314014 075 (68%)) | - ADVMOE 40.15 1015 55.18£009 7.4 (65%))
. e Insight 3: routers’ robustness is NOT Attack on 14.65% | 19.34%
Insight 1: Robustifying routers g : ImageNet
. 50 . . MoE Router
. — automatically preserved if experts are updated. AT (Dense) 44641014 60324015 182 AT (Dense) 45134014 60.97+0.16 16.1
improves the overall robustness of & s‘\ R > and > rob 0 No No 24.37% AT (S-Dense) 41.19£016 5832012 048 (74%]) | - AT (S-Dense) 41724015 58.98+018  4.04 (75%])
MoE-CNN but is NOT as effective =+0 outers’ and experts’ robustness are not easy to ® No  Yes AT (Sparse) | ResNet-18 | 40.87+0.15  58.22+40.13 048 (74%)) | - AT (Sparse) | WRN-28-10 | 30.88£0.15 59214014  4.04(75%)
9 . AT (MoE) 35574073 55474066 0.67 (63%)) | - AT (MoE) 37.42+041 5644071 5.15(68%))
as AT-resulted S-Dense. g 30 adapt to each other. g ics :{JO 41.64% ADVMOE 4332 £0.12 59724017 0.67(63%)) | - ADVMOE 46.82 1011 5887+007  5.15(68%1)
54 es es
Q
M1: Undefended Dense CNN <20 Table 1: Performance overview of AdvMOE vs. baselines on various datasets and architectures.
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M2: Adversarially trained S-Dense 3 - ol W . :
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: MOE-CNN with robustified routers. ' 0.5 0.2 The current AT fails to (1) model and (2) optimize the coupling of the routers’ and experts’ 9\42 3(5) i i Siso | x S \X
! . ' . e . . Y- P * >
Model Scale robustness. We develop a new AT framework through bi-level optimization (BLO): 475 g5 245
Insight 2: Improving routers’ g 250.0 3
Successful g 450 g 3
, < <475 << 40 # of experts/layer
robustness alone is NOT uecessu s .. T4 < N Vi
) SCkon , minimize {rraprs(Y, ¢*(¢¥); D) Z Z 45.0 2 . No N-g
MoE Router 31.74% ’ ’ £40.0 8 2
sufficient for robust MoE ° o D P Sars sas S35 —— NS N=10
. No No gl . * . . 37. .
predictor although the former o N - subject to o) (’l/’) = argmin {TRADES (¢, b; D), 35.0 | 40.0 R NS EBER RT(Dense)
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makes a positive impact. ® Yes No ) = . - Model Scale Model Scale 7 Model Scale
® Yos  Yes 17:82% AdvMOoE: alternatively optimizes the lower level (router) and upper level (experts). odel Seale
9 ---- AT (Dense) B AdvMoE AT (S-Dense) AT (Sparse) W AT (MoE-CNN) Figure 5: Performance Of
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