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Figure 2. Illustration of robustness issue in CLIP text encoder for image generation.
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content related to ‘young man’ highlighted in red.
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Can we generate adversarial perturbations min cos(7g(x), 79 (")),
against Text-to-Image (T2I) models in a query-free regime? *

where X denotes the original prompt, X' denotes perturbed prompt,
» Contributions and Tg(x) denotes the text encoder of CLIP.
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% We develop a query-free adversarial attack generator for T2I
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through a majority vote of difference vectors, which are difference of
text embedding vectors with and without the targeted objects.
% The Targeted attack aims to impact the specific object in the images,

to significantly alter the content of synthesized image.
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where the perturbations can be refined to steer the DM’s output.

: : Method: | No Attack Rand Greed, Geneti PGD
where © is the element-wise product, X" denotes perturbed prompt, ethod: | NoAttack | = | = | Genetie | Table 1. CLIP scores
ntargeted Attacl . .

% In particular, we demonstrate that both the proposed untargeted and and Ty (X) denotes the text encoder of CLIP. Score: | 02770002 | 027150001 | 0255000 | 0203500 | 0226moon  Corparison. of images
; generated with different

targeted Query-Free Attack can successfully alter the output image Targeted Attack methods

. . Alec e et al. “Learning sferable visua s atural language supervision.” PML. . Score: 0.229+0.03 | 0.223+0.037 | 0.204£0.037 | 0.186+0.04 | 0.189+0.041
content with 5-character prornpt perturbatlon. [1] -\I?L Radford et 1% ‘ Learning tramf.cr able visual models ffom'nltur al langu }(L‘c mp.gr\umn. 1 M.I R 2()2} | | | ‘ ‘
[2] Bairu Hou et al. “Textgrad: Advancing robustness evaluation in nlp by gradient-driven optimization.” ICLR 2023.

Contact: semym@matl.scut.edu.cn



